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3.2. From Good to Great How to Accelerate Your Cybersecurity Program
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CYBER TRENDS THAT ARE ACCELERATING INNOVATION CYBERSECURITY INSURANCE IN HEALTHCARE CHALLENGING

Economic pressures and changing consumer preferences are driving innovation
et management solutions.
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THE LATEST LEGISLATION AND GUIDANCE

Ensuring cybersecurity of medical devices

Empawers the FDA to act
. e de ned/maintained with security
Def nes what 3 cybe donice” /i not

CONSOLIDATED New pre-market requlrements
APPROPRIATIONS ACT o )

* bian to adcrece winrs hlte (mo m \Dad respond)

2021 | The State and Local Government * DHSto

C‘{hevs IyAct of 2021 @

—

2022 | cyber ncident Reporting for Critical
Infrastructure Act (CRCIA)

* $1.7 trillion budgeted New post market requnrements
ted vulne bllyd sclos
SW/FW updates and patcl n

2022 | strengthening American Cybersecurity

Actor2022
2023 | consolidated Ay jons Act
(Dmnb aﬂ/mum
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 $2.9 billion for cybersecurity . EHSWE deViE
2 New FDA resources
* 4,155-page bill « Within 180 days, then no less than annually

« 5 pages on med device cyber GAO TEPD"‘ within one year
« publish a report on cyber challenges including legacy devices

Updated premarket cyber guidance
= GAO and CISA within two year back
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3.4. Who Should Lead Medical Device Cybersecurity Management?
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Dé;;ce-Related (lr ﬁ\lenges
\\

1. Inaccurate/incomplete device inventories

— In databases
— On the network

+ Establishing policies and procedures

0
P
+ Planning and procurement T \
+ Vendor management & -: ,f 7
¥ >
A

. Effective response to security threats — Contracts r i 4

. Patching medical devices — Relationship ! ‘lt. ,rl\

. Large legacy device fleets + Configuration and deployment {l“"‘ l‘ &\
2

+ Inventory management
+ Ongoing monitoring, maintenance, risk assessment, patch management,

2
3
4
5. Remote server access

6. Lack of standardization in sharing security data
7. Unclear roles and responsibilities and mitigation/remediation

8. Inconsistent regulatory expectations + Incident reporting

9. Managing and prioritizing the large amount of data on vulnerabilities + Decommissioning

10. Keeping pace with the rapid growth of medical device interoperability + Hospital, affiliated facilities, home care, patient-owned devices
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